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AbstractAbstractAbstractAbstract::::    

In this paper we use public key cryptosystems to keep the 

message by hiding the identity of the Customer's public key by 

pseudo key from Room of trust worthy. The  key center 

generated from two public keys in the Room of Distribution 

Center. The  Public key use to encryption and the private key for 

decryption of Ciphertext, the secretary is signing the message 

sent by the customer blindly without learn any think about the 

Customer and the message by check the validity of the Customer 

from the server of the database. 

By sending the Ciphertext through multiple Authority 

Rooms (group of   users authentications) without breaking the 

public key of the message because its transfer blindly through the 

Authority Room after check the validity of the sender ID and its 

Authority Room IDR. 

Each Authority Room has two keys, public key of the 

previous Authority Room (to recover the Ciphertext) and its own 

private key (for signing the Ciphertext) then resend the signing 

message to the next Authority Room. 

This method is fit to multiple Customers, Managers and 

for multiple Authority Rooms to transfer the message from the 

sender to the receiver and encrypted the message by receiver 
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public key hiding and blindly signing after transfer through 

multiple Authority Rooms, in this paper we used RSA algorithm 

for encryption and signing process. 

KeywordsKeywordsKeywordsKeywords    

Cryptography, Cryptosystem, Public key,  blind   

Signature, Digital   Signature. DSS، Authentication,  Authority 

Room. 

1111....    IntroductionIntroductionIntroductionIntroduction    

In this paper will utilize the public key systems for group 

of users using the Authority Room signature and blind signature 

to hide the identity of the Customer through multiple Authority 

Rooms without key breaking their definition will be presented in 

section 3  will be about the mechanism of protecting the 

information by using Authority Rooms. 

Public key cryptography was invented in 1976 by 

Whitfield Diffie and Martin Hellman [1] . it is sometime called 

Diffie-Hellman encryption. It is also called asymmetric 

encryption because it uses two keys instead of one key 

(symmetric encryption).  

The implementation of this Algorithm for security is 

illustrated in figure 1 for a plain message M to be sent from 

sender A to receiver B , it is encrypted using the receiver's public 

key KUb to get Ciphertext C as 

)(MEC
bKU=                                                           (1) 

While at the receiver,it is recovered by a decryption 

process using the private key KRb as 

MCD
bKR ⇒)(                                                            (2) 
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Therefore, this message can only be recovered by the 

person who has the private key. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

    1111....1111        RSARSARSARSA    AlgorithmAlgorithmAlgorithmAlgorithm        

In cryptography, RSA is an Algorithm for public-key 

cryptography. It was the first Algorithm known to be suitable for 

signing as well as encryption, and one of the first great advances 

in public key cryptography. RSA is widely used in electronic 

commerce protocols, and is believed to be secure given 

sufficiently long keys and the use of up-to-date 

implementations[1][2]. 

This Algorithm was publicly described in 1977 by Ron 

Rivest, Adi Shamir, and Leonard Adleman at MIT, the letters 

RSA are the initials of their surnames. [4],[5],[6] 

RSA involves a public key and a private key. The public 

key can be known to everyone and is used for encrypting 

messages. Messages encrypted with the public key can only be 

decrypted using the private key. The keys for the RSA Algorithm 

are generated the following way: 

KRb Cryptanaly

st 

M M 

KUb 

Encryptio

n 

Decryptio

n 

Key 

pair 

Fig 1. the public key Cryptosystem for security. 
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1. Choose two distinct large random prime numbers p and q  

2. Compute n=pq 

n is used as the modulus for both the public and private keys  

3. Compute totient:  the φ (n) = (p-1)(q-1).  

4. Choose an integer e such that 1 < e < φ (n), and  φ (n) share 

no factors other than 1 (i.e. e and φ (n) are coprime)  

e is released as the public key exponent  

5. Compute d to satisfy the congruence relation de = 1 (mod φ

(n) ) ; i.e. de = 1 + kφ (n) for some integer k.  

d is kept as the private key exponent  

Encrypting messagesEncrypting messagesEncrypting messagesEncrypting messages    

B transmits his public key (n,e) to A and keeps the private 

key secret. A then wishes to send message M to B. 

He first turns M into a number m<n by using an agreed-

upon reversible protocol known as a padding scheme. He then 

computes the Ciphertext C corresponding to: 

 

C = m
e
  mod (n)                                                                         (3) 

 

This can be done quickly using the method of 

exponentiation by squaring. A then transmits to B. 

Decrypting messagesDecrypting messagesDecrypting messagesDecrypting messages    

Alice can recover m from c by using her private key 

exponent d by the following computation: 

m = c
d
  mod (n)                                                                         (4) 

Given m, he can recover the original message M. 
2.22.22.22.2    RSA schemeRSA schemeRSA schemeRSA scheme    

To sign the message m , first the private key of the sender 

is used to calculate a Ciphertext called signature S 

S = D (m) = (m)
d 
mod (n)                                                          (5) 
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This cryptogram is transmitted over the insecure channel. 

Any one can use the public key of the sender can recover the 

message m by performing the inverse of equation (5) 

EA (S) =(S)e mod (n) ==> m'                                                   (6) 

 If m' = m then the message is authentic and are sure that 

the message has been sent by user who claims to be the sender 

and this is the main idea of this paper by using the Authority 

Room for singing the Ciphertext and resend it through unsecured 

network. 

2222....    AuthorityAuthorityAuthorityAuthority    RoomRoomRoomRoomssss    

In this paper we used meaning of Authority Room to 

increase the security of information and decisions during the 

administration levels in the organization without change or effect 

on the type of administration's connections. Each Authority 

Room is connected to another Room during chain of commands; 

in the electronic system the Authority represent the power or the 

ability to do actions[7]. 

The Authority Room is the home of decision represented 

by single user , single group or multiple groups, and each Room 

could have multiple  authentications also the Authority Room 

can't exist in the electronic organization unless there is at least 

one user, and each user want to enter the Authority Room should 

have the permission which is different from Room to another and 

this is the responsibility of the administrator who is also 

responsible for security of information[8] , method of encryption,  

making decisions and key distribution in order to perform the 

Authentication, Authorization and Auditing. 

The Authority Room is an object that has properties like 

independency, hiding information and we can use processing 

procedures by using programming methods. 
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The Authority Rooms can contact each authors by using 

protocols (set of rules that govern the data communication) like 

messaging protocols and parameters which describe the 

situations of the Authority Room before and after receiving the 

messages see Fig 2. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

There are several methods of key distribution in the 

Authority Room systems like the following 

• Suppose that we have (n) Authority Rooms that are connected 

together from upper to lower, the first Room represent the root 

of the decision and the last Room represent the tail of the 

decision and each Room has connected to the server of the 

Data Base to get its own public key of the message of the 

decision Root Room for Authentication. 

Retrieve information Message 

Authorit

y Room 

Sent

Authorit

y Room 

received

Room 3

Operation 6

Operation 7

Operation 8

 

Room 4

Operation 9

Operation 

10

  

Room 1

Operation 

1

Operation 

Room 2

Operation 3

Operation 4

Operation 5

Retrieve information 

Fig 2 Transferring information and Messages between Authority 

Rooms 
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• And we can distribute different keys to the Authority Rooms' 

tree, the first Room get K1 and the second Room get K2 and 

so on until Room (n-1) which get Kn-1 ,  

• The message is encrypted by decision Root Authority Room:--  

 

C=f (M, K);                                                                              (7) 

 

As C represent cryptogram of a message M which is 

encrypted by the key K. 

The first Authority Room decrypts the crypto message by 

key K1 then encrypts the crypto message C by key X1: 

M=g(C, K1);                                                                            (8) 

C1=f (C, X1);                                                                          (9) 

Then the first Authority Room sends the C1 to the second 

Authority Room which decrypts a message C1 by key K2 and 

encrypts the crypto message by key X2 by the same way C2 is 

sent to the third Authority Room and so on until the Authority 

Room that represent the decision tail. 

Each Authority Room should send its own public key to 

the other Authority Rooms but still the Authority Room in the 

bottom can't send to the top Authority Room without permission  

There are three factors should be available to protect the 

data which are the administration of the organization[9], the type 

and structure of the electronic networks and the data protection 

methods[10].  

3333. . . . TheTheTheThe    proposed proposed proposed proposed AuthorityAuthorityAuthorityAuthority    RoomRoomRoomRoom    schemeschemeschemescheme    

3333....1111    Identity hidingIdentity hidingIdentity hidingIdentity hiding    

In this paper we suggested a method suitable for group of  

Customers communication with group of Managers by using the 

Authority Room scheme to hide the identity of the Customers by 

using the public key generated blindly from the Managers and 
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third person we call him the secretary and by using the Authority 

Room to sign the message blindly after checking the 

authentication of Customer and his Authority Room, by this way 

we can send the Ciphertext through infinite nodes (Authority 

Rooms) by using any Algorithm and with using a hidden key. 

Each Authority Room had secretary who responsible for 

the database confidentiality and to sign the document blindly 

then sends it to the Manager or to next Authority Room . 

The method can be summarized as follows: 

In the Authority Room who represents the tail of the 

decision, each Manager generates two keys, one private he keeps 

for himself and one is public , he gives it to the distribution 

center Authority Room e.g. Manager 1 generates dM1 and eM1 

respectively, more over a secritory generates two respective keys 

dS and eS  too. This center will generate a general key KG1 as eM1 

eS. this key is then sent to trustworthy center Authority Room , 

who will be made  public. 

And Customer at any Authority Room can encrypt a 

document M with key KG1 getting the Cryptogram C after he 

signed it by his private key as: 

 

C = EkG1 (E)                                                                         (10) 

Where  

E = Ddc(M)                                                                           (11) 

 

Then C is signed by the Customer's Authority Room and 

then sent it to the next Authority Room with the Customer's ID 

and his Authority Room's IDR as: 

 

SM=f(C,K)                                                                             (12) 

 

The secretary at each Authority Room check the validity of 

the both IDS by directly consulting the database, After the C is 
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received by the secretary who sent his public key he will sign the 

message by his own private key and sent it to the Manager who 

used his private key also to decrypt the received signed 

cryptogram, which will reveal the original clear message M as: 

 

C = g(SM,X)                                                                        (13) 

DdM1(S) = DdM1(DKS(C))                                                       (14) 

DdM1(S) = DdM1(DKS(EKG1(M)))                                             (15) 

 

Fig 3 illustrates the whole security  scheme. 
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Fig  3. Identity hiding by Authority Room scheme 
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3333....2222 The  The  The  The AlgorithmAlgorithmAlgorithmAlgorithm    

Let us follow RSA Cryptosystem to illustrate the 

Algorithm for the suggested identity hiding by using Authority 

Room scheme. 

Two large prome p&q are chosen, then their product N is 

calculated as N=pq. 

Let N =(p-1)(q-1) and E&D are encryption and decryption 

Algorithms respectively . for the secretary two keys esm &dsm are 

selected such that 

es ds mod φ (N) =1. also for each Manager j two keys are 

selected eMj &dMj such that eMj dMj modφ (N) =1. then d's are kept 

private and e's are sent to a DC Authority Room this Center 

calculate new general key for each Manager by KGj = esm eMj 

these keys are sent to the TWKC Authority Room and will be 

used for encryption over the communication network. 

The Algorithm proceeds as follows: 

At the Customers Authority Room: any Customer like to send a 

message M to the Manager j in the Manager's Authority Room he 

encrypts his message as  

C = M
KGj

 mod N = M
eseMj

  mod N                                      (16) 

The Customer sign the message M by his private key and 

the Authority v Room sign the Ciphertext C by its private key as 

SC = C
K
 mod N = C

dARC
  mod N                                              (17) 

Then the Customer sends his ID and his public key eci to 

the database server to take the order for accept or reject the 

message and the server sends to the Customer the ID of the next 

Authority Room (could be the Manager's Authority Room or 

deferent Authority Room will be in the middle of the process), 

then he sends his ID,IDAR and his signed message to the secretary 

of the next Authority Room. 
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At the Authority Room: if the Customer ID and Customer's 

Authority Room accepted , the Authority Room (1) will recover 

the Ciphertext C and then signs by its own private key and then 

resend it to the next Authority Room as 

C = g (SC , K1) = SC
esc

  mod N                                                (18) 

S1 = f (C,X1)  = C
ds1

     mod N                                                 (19) 

 

And all the Authority Rooms follow this role. 

 

At the secretary: after checking the validities of the Customer 

and the Authority Rooms , The secretary signs the cipher 

message by private key dsm 

SM = Ddsm (C) = C
dsm

 mod N = M
esm eMj dsm  

mod N                 (20) 

         ==> M
eMj

  mod N 

At the Manager: finally , the Manager will use his private key 

dMj and the Customer's public key to recover the original 

message M as 

S
dMj

 mod N = (M
eMj

 mod N)d
Mj

 mod N 

= (M) 
eMjdMj

 mod (N) ==>M                      (21) 

 

The whole process is shown in fig 4 
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Initialization { 

 Send (Manag (J), DC, emj); 

Send ( Secr(SM) , DC , esm ); 

DC: KG = f (emj, esm); 

} 

Customer i { 

Access (Cust(i),TWKC,KG); 

E = EKG (M); 

D = Ddci (E); 

Sc = f (C,K ); 

Send (Cust (i), DBC, ID, IDAR(C), eci, cetif); 

Send ( DBC , cust (i) , Customer authentication, IDAR(1)); 

Send ( Cust (i), Secr(S1), Sc,ID,IDAR(c) ); 

} 

Authority Room (1) { 

Access ( Secr(S1), DBC, certif.); 

Send (DBC, Secr(S1),certif., IDAR(2)); 

AR  AR  AR  AR  : T h e  Au t h o r i t y  
Ro o m 
Cu s t ( i )      Cu s t ( i )      Cu s t ( i )      Cu s t ( i )      :  T h e  
Cu s t o me r  i .  
Ma n a g  ( j )Ma n a g  ( j )Ma n a g  ( j )Ma n a g  ( j )   :  T h e  
Ma n a g e r  j .  
Se c r (  )  Se c r (  )  Se c r (  )  Se c r (  )        :  
T h e  Se c r e t a r y (  )   
    
    
DBC        DBC        DBC        DBC        :  
Da t a b a s e  a b o u t  t h e  
Cu s t o me r s  t o  g i v e n  
Ce r t i f i c a t e   
DC         DC         DC         DC         
: Di s t r i b u t i o n  
Ce n t e r  
T WKC   T WKC   T WKC   T WKC   :  t r u s t  
wo r t h y  k e y s  c e n t e r  
    
    
    
    
Se n d  ( S, R, a , b , …)  Se n d  ( S, R, a , b , …)  Se n d  ( S, R, a , b , …)  Se n d  ( S, R, a , b , …)  
: Me t h o d  t o  s e n d  
a , b , … f r o m t h e  
s e n d e r  S t o  
r e c e i v e r  R 
Ac c e s s  ( C, S, a , b , …)  Ac c e s s  ( C, S, a , b , …)  Ac c e s s  ( C, S, a , b , …)  Ac c e s s  ( C, S, a , b , …)  
: Me t h o d  a c c e s s  t h e  
c l i e n t  C t o  Se r v e r  
S t o  a s k i n g  a b o u t  
a , b , … 
I D I D I D I D :  Th e  
I d e n t i f i c a t i o n  o f  
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If (certif. = = false){ 

Send (Secr(S1), Cust (i ), unaccepting ); 

STOP; 

} 

else {  

Secrt (S1): C = g(Sc,K1); 

                  S1 = f(C,X1); 

Send ( Secr (S1),Secr(S2), S1, ID,IDAR(1)); 

} 

} 

Authority Room (2) { 

Access ( Secr(S2), DBC, certif.); 

Send (DBC, Secr(S2),certif., IDAR(i)); 

If (certif. = = false){ 

Send (Secr (S2), Secr (S1),unaccepting ); 

STOP; 

} 

else {  

Secr (S2): C = g(S1,K2); 

                  S2 = f(C,X2); 

Send ( Secr (S2),Secr(i),S2,ID,IDAR(2)); 

} 

} 

  

Authority Room (i) { 

Access ( Secr(Si), DBC, certif.); 

Send (DBC, Secr (Si),certif., IDAR(m)); 

If (certif. = = false){ 

Send (Secr (Si), Secr (S2), unaccepting ); 

STOP; 

} 

else {  

Secrt (Si): C = g(S2,Ki); 
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                  Si = f(C,Xi); 

Send ( Secr (Si),Secr(SM), Si, ID,IDAR(i)); 

} 

} 

Authority Room (M) { 

Access ( Secr (SM), DBC, certif.); 

Send (DBC, Secr (SM), certif.); 

If (certif. = = false){ 

Send (Secr (SM), Secr (Si), unaccepting); 

STOP; 

} 

else {  

Secr (SM): C = g(Si,KM); 

                    SM = Ddsm(C); 

Send ( Secr (SM),Manag(J), SM); 

} 

 Manag (J){ 

D =Eeci (SM); 

M = Ddmj (D); 

} 

} 

 

Fig 4. The Algorithm for Identity hiding by Authority Room 

scheme 

6666....    ImplementationImplementationImplementationImplementation    

The suggested algorithm in sections 3 & 4 is practically 

implemented using RSA technique. The program is written in 

Java Sun language in NetBeans program. The two prime 

numbers p & q were chosen of 50 digits length each, the public 

keys for the manager  and secretary at the Manager's Authority 

Room (emj & esm) , public key of the customer(eci),public key 
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of secretary of customer's Authority Room  (psarc),public key of  

secretary of Authority Room 1 (psar1), public key of  secretary of 

Authority Room 2 (psar2) and public key of  secretary of 

Authority Room i (psari) are of 90 digits length, respectively. 

The private keys of all the public keys  were calculated. Then a 

message, M of 95 digits length is encrypted using the general key 

kG and signed by the private keys of the customer and his room, 

then sent together with the customer’s ID to next Authority 

Room as Sc and so on. At the manager's authority room the 

secretary signed the message after checking the validity and sent 

to the manager. The manager, using his or her private key 

recovers the original message. An example showing the steps for 

actual keys and message encryption, signing, validation and 

message recovery is shown in bellow; the message block length 

is taken of the order of 50 digits.  

P= 

22953686867719691230002707821868552601124472329079(5

0 digit) 

q= 

30762542250301270692051460539586166927291732754961(5

0 digit) 

All public Keys are All public Keys are All public Keys are All public Keys are ((((90909090digitdigitdigitdigit).).).).    

The public key of the Manager in the Manager's Authority 

Room (emj):  

3575233494267600316931362681465569596331529012575165

5287486460091602385142405742365191277 

The private key of the Manager in the Manager's Authority 

Room (dmj): 

7930472912884570708452423725648390247837809045091984

5313366991538561845340970578567647258729357573 
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The public key of the Secretary in the Manager's Authority 

Room(esm): 

3746321985187518875485745598452938456439846921650126

67548138216199844722247808767577777279 

The private key of the Secretary in the Manager's 

Authority Room(dsm):  

2521582270530321145366868421435598855141189993362921

14658121307983112394534547782759384667878775999 

 

The public key of the Customer in the customer's 

Authority Room(eci): 

2040057282660900487772532072414166690514763692165012

66754813821619984472224780876488344279 

The private key of the Customer in the customer's 

Authority Room (dci): 

2689231931945214656755274082888610782070564185697680

28456339021417853897826305495603551516812225799 

The general key kG= emj esm mod ( ø(N) ): 

2561885373671490984311696194472026831351453606336179

77393503760773246071870467292857909873192198803 

 

The public key of the customer's Authority Room(psarc): 

9040057282660900487772532072414166690514763692165012

66754813821619984472224780876488397531  

The private key of the customer's Authority Room(dsarc): 

7040513140822038717965305827797544353780804870121900

86347337371513209914837252701283461959754193011 

 

The public key of the Authority Room (1)(psar1): 

5040057282660900487772532072414166690514763692165012

66754813821619984472224780876488344279 

The private key of the Authority Room (1)(dsar1): 
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1327280899371909479033306950121106244631462787824491

90048140729608959168054876901006587208857108519 

The public key of the Authority Room (2)psar2): 

1389867098287133032675265830733166690514763692165012

66777813821619984472224780876488386597 

The public key of the Authority Room (2)(dsar2): 

9274488721998907063092610431994773200249714178641870

4165968200787453109964306298910253616016881453 

 

The public key of the Authority Room (i)(psari): 

5791523349426760031113136268146556959633152901257516

55287486460091602385142405742365191209 

The public key of the Authority Room (i)(dsari): 

5036984358673977968759706049271100571934833192939034

93639147521048360019339523772371401091103362809 

the Message 

M=7646523875623476258834765230498098523497512439875

0782169521221076085874809964747211172912751299258991

2196684750549658310084416732550077367495770217142995

26495436740953487630987560349685730489567345986(200 

digit),(the block=50) 

 

At the customer room ,he encrypt the message m with Kg 

and sign it with his private key (dci)  and his room's private 

key(dsarc) 

Sc=75425466790338379064404402731687307673042589

5630859364576532700903031118840831398873459404766821

6789089198253467874164939674296683268290038987100044

3312835784506771347433781189333919835878550945993517

1302953046149897380466539421354878866975824041049640

1633501735552478996501074850302619483197517420001187

6656900821418587648305794165832728155581254173292577

063595635815827344280293 
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at the Authority Room (1) the secretary unsigned the 

Message Sc by customer Authority Room's public key and sign it 

by his private key  

S1=51429945199224948646845022972176084736035593

1867187843930271742569121580774839778984170603770416

5676058698845040564420609041438894591189678603402921

1495392464777410465714357625237640733001479934323554

6584711780068320309758035580588365487048223645714690

2423320438039998596650770687141857481354932444636584

2388070983186469570304772918149994445294482474006949

6260037664510612824392741786152180934118  

at the Authority Room (2) the secretary unsigned the 

Message S1 by first Authority Room's public key and sign it by 

his private key 

S2=  

5112276756572520149043166767108988643572022245629408

3643673974658078004363043659140294241343620036031220

5676033057545780865000536034844038523624773788338458

2053106186642308426035776195332630933913944385835435

2357398405176628368475416198637817596814359261071793

2259350734202220177691328930751165683571335704467495

3386484109103230004073824958393533651742048515815946

47952755201051340996392306974443 

at the Authority Room (i) the secretary unsigned the 

Message S2 by second Authority Room's public key and sign it 

by his private key 

Si= 

6334434035249567408383914666963937861307777872419778

9359521389716002044000560105982063677695937361559027

4808715529781726814006988059327735787468788595637584

3364040618560406160895293093996350216571386779424427

3249716637663387727133996981948909310646750006736146

9787157899644993065774389920941087849980082148471531
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4685650905772419012405239145230796444313466386488601

023191557704832290227508599519 

 

at the Manager's Authority Room the secretary unsigned 

the Message Si by i Authority Room's public key  

Sm= 

6197580542914507906443076636384911686458595254833376

6287522382720942250198097499842295190930428798861109

2097597845558842640346299720049468737762347061403696

2052619517861357331349452382559375294248184309957388

3740490169947881117758056743785795552861820716862043

7135968500926110557091924048067671388474644484600112

3218362537710472768252959476211757598686111090964133

50186514274463437367928957706206 

 

At the Manger's Authority Room the Secretary blindly sign 

the Message Sm by his private key dsm 

C= 

4936670776138961301029617357518652525671685820557520

4551811899505815267303818938434943055046379544057943

8816449123772068466732360510038698465155501750619393

0073729964600922404377074697325056165191984020752632

6497265162814347836230120517209874672089274876183266

4376156523414003689888201904316572008304848077389445

4040433768970481158947942483878774174457709087809228

83893361579473706675205851133348 

At the Manger's Authority Room the Manager unsigned 

the Message C by the Customer's public key eci and decrypt it by 

his private key dmj 

M'= 

7646523875623476258834765230498098523497512439875078

2169521221076085874809964747211172912751299258991219
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6684750549658310084416732550077367495770217142995264

95436740953487630987560349685730489567345986   

==> M 

 

6666. Conclusion. Conclusion. Conclusion. Conclusion    

A new generalized identity hiding by blind signature in 

Authority Room is presented, by using this new term ( Authority 

Room ), any group of users or Customers can communicate with 

any group of Managers are located in another Authority Room 

directly or by using N Authority Rooms in the middle of 

communication if the Customers and the Managers Authority 

Rooms didn’t have directly contact. Each Authority Room can't 

learn the message or the any information about the sender and 

signed the message blindly ,this kind of communication has 

advantages and wide applications in many fields. 

 

The advantagesThe advantagesThe advantagesThe advantages    

• The sender will not be able to know the public key 

(Cryptographer) for the intended receiver (Manager). 

• Each of the receiver (Manager) and secretary in the Manager's 

Authority Room can change their public key individually and 

this process does not follow any specific rules. 

• In this method, there are both signature and encryption inside 

the same message. 

• The public keys used by any organization are pseudo keys, 

which do not give any information about the key. 

• Each Authority Room signed the Ciphertext without learn on 

the message or the identity of the sender. 
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• If the sender Authority Room has no directly contact with the 

receiver Authority Room, he can use N Authority Rooms in 

the middle of communication. 

• Any Algorithm can use it in this communication's scheme. 

 

And the applicationsAnd the applicationsAnd the applicationsAnd the applications    

• By using banks agreements the Customer can deposit money 

from any bank inside this agreement by using the web-site, so 

that all information related to the money and other details will 

be encrypted under the key KG which is obtained from a 

trustworthy data base whose function is providing keys along 

with account numbers, considered as ID’s and passwords used 

for login, when it is necessary for more documentation to the 

Customer ,so the bank who communicate with use the 

Authority Room scheme to communicate with your bank. 

• Commercial companies dealing with permanent dealers and 

Customers having ID’s within the sales and purchases 

services. 

• Governmental organizations, especially those both with 

sensitive and confidential information, e.g. those related to 

national security, military, intelligence and other sensitive 

organizations. 
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