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Abstract: 

The world has become a small village due to the invent of Internet 
and related technologies. People of all walks of life started using 
Internet services for communication and exchange of information. 
Search engines became very popular as they can provide 
requiredinformation to people of all fields. Especially Google is used 
widely as search engine. Other search engines like Yahoo are also 
used similarly. The problem with search engines is that they support 
personalized web search to keep track of users’ actions with respect to 
search key words and the results provided. However, they do lack in 
security to protect the privacy of online users. This is the main cause 
of concern. Not only personalized web search but also privacy to the 
identity of users is very important. Privacy is nothing but non-
disclosure of identifies of users who perform search operations on 
different sensitive topics as well. In this paper we proposed a 
framework and an algorithm to ensure that the privacy of the users is 
not lost. We also built a prototype application that demonstrates the 
proof of concept. The empirical results are encouraging.  

Index Terms –Search engines, web search, personalized web 
search, privacy protection. 

INTRODUCTION  

Internet and World Wide Web (WWW) changed the way 
information is stored and retrieved. People of all walks of life started 
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using WWW for sharing information and resources. Now it became 
common practices to use search engines in order to obtain domain 
specific and general information. Search engines like Yahoo and 
Google are well known for extracting useful information from web. 
People of different sectors need their related information. Search 
engines provide a common platform for any kind of information 
search. Many search engines may not need to have the users’ identity 
for searching. In fact, it is not mandatory for users to get 
authentication for searching. In fact, users over WWW can directly 
perform search operations in Google and other search engines.  

However, Google and Yahoo kind of search engines are now 
providing personalized search. When user logs in and performs 
search, the search history is saved and associated with the user’s 
profile. This is called profile based personalized web search. This will 
help the user to reuse the search history in future without spending 
much time. This will save time and effort on part of the users. 
However the PWS is throwing challenges to privacy of users. User 
identity is disclosed to adversaries who can infer sensitive information 
from the search history associated with users. To prevent this security 
problem, many researchers came with different measures to know the 
utility of the PWS.  

In this paper, we proposed a framework and two algorithms are 
used [1] for implementing the framework. The remainder of the paper 
is structured as follows. Section II presents review of literature. 
Section III presents the proposed framework. Section IV provides 
prototype implementation. Section V presents experimental results 
while section VI provides the conclusions and future work.  

RELATED WORKS 

This section review relevant literature. Personalization has been 
around for some time. Profile based personalization improves utility 
of search. When individual’s profile is maintained and the search 
process is associated with the profile. Hence is it is known as 
personalized web search (PWS). This approach has two important 
advantages such as representation of profiles and also effectiveness 
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when search is carried out. Vectors [2] and bag of words [3] used 
earlier for representing profiles. In Open Directory Project (ODP) 
most of the work was based on weighted topic hierarchy [4], [5], [6], 
[7]. Similar kind of research was carried out with respect Wikipedia 
[8], [9]. As per the literature, the common mechanism used in the 
PWS is Normalized Discounted Cumulative Gain [10]. Average rank 
is used in [4] and [11]. Average precision is used in [12] and [13]. 
These metrics are used in the literature in order to measure the 
effectiveness of the personalization utility.  

There are two problems of classes identified in PWS. One class 
makes use of treaty privacy as explored in [14] while the second class 
is related to the sensitivity of data. There are different levels in solving 
the privacy issues in PWS. First level explored in [15] was proved 
fragile. The third level and fourth level also proved to be not suitable 
practically. Thus many efforts were made on second level [16], [17]. 
Online anonymity approach was explored in [18] besides useless user 
profiles in order to secure identity of users. Privacy preserving data 
publishing was explored in [19]. The works found in [20] and [4] 
explored on different effects of the personalization. They could also 
identify privacy issues with personalization in web search. In [20] 
effort was made to classify queries so as to take measures in ensuring 
privacy. GeedyDP algorithm was proposed in [21] to deal with 
privacy issues in PWS. It made use of heuristics in order to have 
improved efficiency in privacy protection. In this paper we built a 
framework to protect user identifies in PWS.  

PROPOSED SYSTEM 

This section provides details of the proposed framework. The 
framework provides overview of the operations carried out in order to 
protect privacy of users. With respect to PWS performed with 
different search engines over WWW, it is understood that the identity 
disclosure along with sensitive search keywords have potential that 
adversaries can exploit them for many reasons. Preventing such 
identity disclosure is the aim of this paper. The framework shows 
provision for profile management, preference management, feedback 
management and personalized web search.  
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The profile management takes care of user profile and its 
modifications. The preference management can help in choosing 
personalized preferences with respect to privacy. The feedback 
management module is responsible to take feedback from users from 
time to time and use it in improving the search experience to end 
users. The GreedyPD and GreedyIL algorithms proposed in [1] were 
used to have prevented privacy disclosure problems. Besides the 
algorithms, our approach makes use of users’ feedback from time to 
time to incorporate that into the main business intelligence of the 
framework. The personalized web search modules keeps track of 
history of search and helps users to track history and also find the 
results of old searches with ease. The underlying algorithms protect 
the queries from different issues pertaining to privacy.  

PROTOTYPE IMPLEMENTATION  

The prototype application is implemented using Microsoft.NET 
platform. It is a simulation of an application that makes use of local 
search and provides search history. Backend used is SQL Server. The 
application makes use of the algorithms such as GreedyDP and 
GreedyIL [1] in order to achieve the functionality of the proposed 
framework. The implementation contains many users such as owner, 
admin and client. They have specific operations to be performed. 
Owner is responsible to prove identity by authentication, select 
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template for generating profile, and create the site with proper content 
and managing the same. He also sends the created template to server.  

Admin user is responsible to analyze the nature of templates, view 
template search log, view owners and clients, block and unblock 
templates, activate and deactivate users. The client user is responsible 
to register with proper identity, search for the resource with proper 
text, resource obtained from server and search text ranked by the 
constant value and prioritized by one level upward. Figure 2 shows the 
data flow of owner.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

  

  

Figure 2 – Data flow of owner  
 

As can be seen in Figure 2, it is evident that the owner data flow is 
provided. The owner is able to perform different activities that are in 
association with the server to which the application belongs to.  
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Figure 3 – Shows data flow of client 

 

As shown in Figure 3, the client has different activities and 
verifications that can help in performing its duties pertaining to 
personalized search. The data is flows among processes and the 
template matching and resource availability in template format are 
considered. Both the client and owner are involved in activities that 
support PWS and the prevention of privacy attacks in the context of 
WWW search. 

EXPERIMENTAL RESULTS 

We made experiments with the prototype application. The 
experiments are made in terms of average precision with different 
kinds of queries with Yahoo, ODP, scalability with GreedyDP and 
GreedyIL algorithms. The results also reveal the precision of privacy 
of the proposed framework.  
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Figure 1 – Effectiveness personalization on test queries (Yahoo) 
 

As shown in Figure 1, it is evident that the horizontal axis shows 
different types of queries such as distinct, medium and ambiguous. 
The vertical axis shows the average precision indicating the 
effectiveness of personalization. The results reveal that distinct 
queries exhibit high precision in both original and fusion models.  

 
 
 
 
 
 
 
 
 
 
 
 

  

Figure 2 – Effectiveness personalization on test queries (ODP) 
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As shown in Figure 2, it is evident that the horizontal axis shows 
different types of queries such as distinct, medium and ambiguous. 
The vertical axis shows the average precision indicating the 
effectiveness of personalization. The results related to ODP and reveal 
that distinct queries exhibit high precision in both original and fusion 
models.  

 
 
 
 
 
 
 
 
 
 
 

Figure 3 – Performance with GreedyDP 

As shown in Figure 3, the results revealed that GreedyDP 
algorithm takes more time based on the size of the dataset. When size 
is increasing, its average time is increasing.  

 

 
 
 
 
 
 
 
 
 
 
 

Figure 4 – Performance with GreedyIL 
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As shown in Figure 3, the results revealed that GreedyIL 
algorithm takes more time based on the size of the dataset. When size 
is increasing, its average time is increasing. However, when compared 
with GreedyDP, the GreedyIL has shown high performance as it takes 
very less time.  

 

 
 
 
 
 
 
 
 
 

Figure 5 – Effectiveness in privacy  

 
As shown in Figure 5, the results revealed that the average 

precision is high and continues without much change even if privacy 
threshold is changed.  

CONCLUSIONS AND FUTURE WORK 

In this paper we studied the issues pertaining to the personalized 
web search. The issues were related to privacy of users. Sensitive 
information disclosure is the main problem with PWS though it 
provides plethora of benefits such as tracking search history and 
reusing it from time to time in future without spending much time 
again. Google, Yahoo and other search engines are providing history 
of users with respect to searching over web. This history has many 
benefits besides having privacy or identity disclosure issues. Many 
techniques came into existence to find out the effectiveness of PWS in 
terms of utility. Many measures were used in the literature to know 
the effectiveness of utility of PWS. However, they do lack in security 
to protect the privacy of online users. This is the main cause of 
concern. Not only personalized web search but also privacy to the 
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identity of users is very important. Privacy is nothing but non-
disclosure of identifies of users who perform search operations on 
different sensitive topics as well. In this paper we implemented greedy 
algorithms which were recently proposed in[1] .We built a prototype 
application that demonstrates the proof of concept. Our empirical 
results revealed that the proposed framework with underlying 
algorithms was able to provide privacy to its users. This research can 
be extended further to enhance the privacy protection by combining 
different techniques and measures to know their effectiveness in 
future.  

 
  

ا:   

      ذات ا وا مماع اا  ة  ا ء  . أ

وان . اس    اة ن ت امم ا ودل ات 

     ا أ ت ا         س ت اا   م

 ك ا  م  ك   مق وا وأ     . ات 

       ي أا ا  ىا ت ا .    ت ا  ا

        اءات ار إ  ا ت ا  أم 

 ا ا  وم ت ا .  

 مما  ا  أ    ت ذ  .    ا

  ا ا ،              ت ا    

   ا ا ت   . ا  ا  ى   ا

 ل ت ا ون ا ا ا اا  .  ا ا 

         ن ارزو    رح اطم       ا 

  ،   ت اإ  يا  ذج ء   وا ، وان ا

  م ا.  
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