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 :المستخلض
اصعب  معا السعنق   عق     ، مع التوسعع السعر ع ع علعوم ب اعباات الحاسعو      

البيا ععات الاععببرة عععا شلععت الهععباات   يععلا اتمععر   تيلععا  شععو بر الح ا ععة باتمنيععة     
اللازمة لن ق شلت البيا ات بعيدا عا عيون المنعاين  اب المرعرب    التهعهبر يعو احعد      

 ا لح ا ة   ق البيا ات ع الهباات المهتوحة  اتسالي
ع يعععلا البتمعععتر ح اقعععزاي   وارزميعععة  لتهعععهبر العععن  الصعععر   المعععد ق         

بكععللت  شوليععد مهتععاي التهععهبر باتعت ععاز علععت  وارزميععة لتوليععد    بارسععال   عع ا    
الععن  المهععهر زجععق ز ععازة  الحهععاا علععت المهتععاي السععرت ب عع ا ا   لعععدم شدابلعع  عععا  

 هباات المهتوحة      ال
    ت التههبر، مهتاي التههبر، التههبر المت اثق ،المهتاحية :التههبر الال ات
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Abstract  

With the rapid expansion in computer science and  networks, it 

became easy to transfer large data over these networks. For this, it is 

necessary  to provide protection and security crisis for the transfer of 

such data away from the eyes of the attackers or terrorists. Encryption 

is one method to protect the transport of data in open networks. 

In this research  an algorithm is proposed to encrypt the explicit 

text entry as well as generating the encryption key based on an 

algorithm for including generated  key and sent  it within the 

ciphertext  for  increasing and  maintaining the secret key and  not to 

be traded via open networks.   

keywords: encryption, symmetric encryption, key encryption, 

decryption. 

Introduction 

There are many aspects to security and many applications, 

ranging from securing commerce and payments to private 

communications and protecting passwords. One essential aspect   

secure communications is that of cryptography . 

Cryptography is the science of using mathematics to encrypt 

and decrypt data.  Thus it enables   to store sensitive information   so 

that it cannot be read by anyone except the intended recipient. In data 

transfer and telecommunications, cryptography is necessary when 

communicating over any untrusted  medium, which includes just 

about any network . 
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Cryptography, then, not only protects data from theft or 

alteration, but can also be used for user authentication. There are, in 

general, three types of cryptographic schemes typically used to 

accomplish these goals: secret key (or symmetric) cryptography, 

public-key (or asymmetric) cryptography, and hash functions. In all 

cases, the initial unencrypted data is referred to as plaintext. It is 

encrypted into ciphertext, which will in turn (usually) be decrypted 

into usable plaintext.[1] 

Throughout history, however, there has been one central 

problem limiting widespread use of cryptography. That problem is key 

management.  Conventional encryption (or symmetric )  has benefits. 

It is very fast. It is especially useful for encrypting data . However, 

conventional encryption alone as a means for transmitting secure data 

can be quite expensive simply due to the difficulty of secure key 

distribution. For a sender and recipient to communicate securely using 

conventional encryption, they must agree upon a key and keep it 

secret between themselves.[2] 

Related work 

Lee et al. [3] proposed encryption algorithm to encrypt 

plaintext  and do the reverse operation by applying basic computing 

operations  such as inserting dummy symbols, rotating ,transpose 

shifting  etc., to build the data in encryption algorithm. 

Sahera. A.Saad [4] introduced algorithm to coding plaintext  

and do some operations  on characters such as transformation  ,inverse 

,binaries ,substitute operations to generate encrypted file , and then  

doing the deciphering stage to obtain  plaintext file. 
 

Cryptography Principles 

 Cryptosystem/Ciphers Rules 

A cryptosystem is composed of a set [5]: 

{Ee: e      K }   --------------------------------------------------- (1) 

Where the key e   K uniquely determines Ee acting upon 

plaintext to get ciphertext  
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Which consists of enciphering transformations. The 

corresponding set: 

{Ee-1: e   K} = {Dd : d      K}   -------------------------------- (2) 

Which is uniquely determined by a given key d    K, acts upon 

cipher text to get plaintext message units. 

In other words, for each e     K, there exists a unique d    K such that 

Dd = Ee-1   ------------------------------------------------------- (3) 

 so that Dd (Ee (m)) = m for all m     M. 

 figure (1)  illustrates the cipher process .  
 

   
 
 
 
 
 
 
 
 
 
 
 
 

 
 

 Cryptography Goals 

The cryptographic goals are privacy, integrity, authentication 

and nonrepudiation [7 ]. 

1. Privacy is the property of concealing the meaning of intent of 

message. In particular, it conceals it from undesired parts   to an 

information transmission medium such as the Internet, wireless 

network link, cellular phone network, and the like. 

2. Integrity is the property of ensuring correctness in the absence of 

any actively participating adversary .That sounds more complicated 

than it really is.  Ensures that a message can be delivered from 

point A to point B without having the meaning (or content) of the 

original message change in the process. Integrity is limited to the 

cipher text 

 

Decipherment 

Program 

 
Plain text 

Key 

Plain text 

Encipherment 

Program 

 
cipher text 

Key 

Fig(1) The software encipherment/decipherment processes 

[6] 
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instances where adversaries are not actively trying to subvert the 

correctness of the delivery. 

3. Authentication is the property of attributing an identity or 

representative of the integrity of a message. A classic example 

would be the wax seal applied to letters. The mark would typically 

be hard to forge at the time they were being used , and the presence 

of unbroken mark would imply the documents were authentic. 

4. Nonrepudiation is the property of agreeing to adhere to an 

obligation. More specifically, it is the inability to refute 

responsibility. For example   , if you take a pen and sign a (legal) 

contract, your signature is a nonrepudiation device. You cannot 

later disagree to the terms of the contract or refute ever taking part 

in the agreement. 

 Key management 
A key is the sequence that is used for the mathematical process 

of enciphering and deciphering information .Each pair of users shares 

a key for exchanging messages. Symmetric key management is 

the key   management  of cryptographic  symmetric encryption keys. 

In a symmetric key algorithm the keys involved are identical for both 

encrypting and decrypting a message. Such keys must be chosen 

carefully, and distributed and stored securely. In any system there may 

be multiple keys for various purposes. Accordingly, key management 

is central to the successful and secure use of symmetric key 

algorithms. 

The main characteristics of symmetric key management are: 

Key generation, key exchange, key storage and key usage [8]. 

The benefit of symmetric key encryption is that it is fast, 

strong, and simple. This type of encryption allows   to encrypt a large 

amount of  data a short time ,but the problem  how  to provide security 

to send the key  .If users are going   to pass  information in public 

medium such as internet then there must be same  way to transfer the 

key and to prevent attackers from  getting [ 5] . 

In the proposed algorithm   the key is to be drawn from 

plaintext and to be hidden   inside the text .This ensures more security 

for sending the key and prevents its fall in hands of attackers. 

http://en.wikipedia.org/wiki/Key_management
http://en.wikipedia.org/wiki/Cryptography
http://en.wikipedia.org/wiki/Symmetric_encryption
http://en.wikipedia.org/wiki/Algorithm
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 Overview  in some cipher systems 

1. Monoalphabetic substitution 
In this system one alphabetic code is used for substitute .The 

system    follow the is illustrated through the following example. 

Plaintext:      to be or not to be 

Ciphertext:    wr ehryq rw wreh 

It can be seen that the letter (b) substituted   the letter (e) by 

applying the relation: 

F (a) = (a+k) mod n 

Where   (n) is the number of characters 

(a)  is the position of character 

For the example: 

F (b) = (1+3) mod 26 = 4=e 

The number of shifting in character (k) is the key for this 

system, which is between o - 25 (English letters). 

2. Transposed keyword mixed system 
In this system a keyword is used. After deleting all 

repeated characters, a matrix is   built, the number of its columns 

is equal to the length of keyword without repetition, the first row 

of matrix is the keyword   and the alphabet characters are put in 

sequence in the other rows. For example: 

Keyword:  LONDON 

L O N D 

A B C E 

F G H I 

J K M P 

Q R S T 

U V W X 

Y Z   

The compensation has taken column after column as 

shown:  
 

A B C D E F G H I J K L M N O P Q R S T U V W X Y Z 

L A F J Q U Y O B G K R V Z N C H M S W D E I P T X 
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By using this system   a good security is achieved because 

the degree of randomize is big. 

Plaintext:     to be or not to be 

Ciphertext:  sn au nh vns sn au 
 

     4-  Polyalphabetic substitution : Vigener cipher 
       In this system there was many compensation doing  on the 

text. In Vigener cipher  choose a keyword by length  D and put it 

under the plaintext , if the plaintext large than keyword so we repeat 

the keyword to cover all the character of message . the cipher 

operation is depending on relation : 

       F(a)=(a+ki ) mod n  

Where   n is the number of alphabet  character, a is the 

sequence of letter that want to encrypt it , ki is one of keyword 

character   

where    d         
For example: 

Keyword : BAND 

Plaintext : RENA  IS SANCE 

Map the characters 
a b c d e f g h i j k l m n o p q r s t u v w x y z 

1 2 3 4 5 6 7 8 9 
1

0 
1

1 
1

2 
1

3 
1

4 
1

5 
1

6 
1

7 
1

8 
1

9 
2

0 
2

1 
2

2 
2

3 
2

4 
2

5 
2

6 

 

Repeat the keyword on plaintext 

R ENA I SSANCE 

BANDBANDBAN 
   

The cipher operation  doing by applying the relation above : 
 

        F (R) =(17+1)=18 mod 26 = S 

        F(E) = (4+0) = 4 mod 26  =  E 

and so on , then the cipher text is    

Plaintext :   RENAISSANCE 

Ciphertext : SEADJSFDOCR 
 

Proposed algorithm 
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In  research  will use Vigener system to encrypt files , and 

doing some operations to increase the degree of security and to give 

challenge to the algorithm .    

   1-  Read plaintext file : 

        In this step    read plaintext file as text  file. 

  2-  Delete spaces  from the file to appear as block of 

characters without spaces 

  3-  Generate the key  (key generation algorithm) : 

In this step   generate key from plaintext by depending on key 

length  and file size that had given in the beginning , choose the length 

of key is 4 character (you are free in the choice ) . The  algorithm as 

follow: 

    a.  Take file size and divided it on key length  the result of 

this operation is the first position of key take the value  of this position 

and consider it the basic to compute the other positions   of  the key . 

b.  After  h determine the first position  examine  it  if it is even 

or odd. 
 

c.  If  the position is an  even number   evaluate the next 

position by the equation: 

            Next_pose.=first_pose./4 + keylength – i(loop variable) 
 

d.  If the position is odd number ,  evaluate the next position by 

equation  

     Next_pos.=first_pose.*7 mod filesize 
 

e.   Take the character or symbols of  these positions from 

plaintext , and cutting it from the file, so the file will reduce by length 

of key . 

4-  Transfer symbols to values 

      In this step will convert the symbols of the file into bytes , 

preparing it to first encryption     . 

5-   Vigener cipher  operation  

           In this stage   had got  the ASCII  code  for symbols of 

the file  the result of this step is encrypted symbols text . 
 

6-  Generate binary values    
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           After doing first encryption   generat   binary values for 

cipher characters  this operation  do by taking the byte(value) and 

doing AND operation with $80(in hex) and shifting the result  1 bit to 

the left  doing this operation 8 times , at the end   will get  binary 

value. 

Like this example:  byte and $80          if the byte is the number 

7   

0 0 0 0 0 1 1 1 

   AND    

1 0 0 0 0 0 0 0 

 the  

result 
                     

0 0 0 0 0 0 0 0 

 

 
 

 

Shl bit 1 (8 times) the result 

 

0 0 0 0 0 1 1 1 

 

 7-  applying xor operations 

             In this step   dividing cipher text file   into two parts 

(file size/2) and applying  the xor operation between these  two parts  

by taking first character of first part with last character of second part  

and  put the result in the first position ,and take second character with 

before last character    and put the result in the second position  and so 

on , by this    have   half of file encoding by xor operation . 

 For example : 

 

 

 
A B C D E F G H I J K L M N O P Q R S T U V W X Y Z 

 

A B C D E F G H I J K L M              

             N O P Q R S T U V W X Y Z 
 

                                                                  XOR   

                                                                 XOR 
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       A  xor  Z         byte     the result is overlying  in position  A 

        B  xor  Y         byte      the result is overlying  in position  

B 

8- Applying exchanging (switching) operation  

      From previous step   have half file encoding by xor 

operation .  In this step   will take the first 4 bits from first character 

(first byte)and exchanging it with last 4 bits of  last character  . doing 

that for whole file , by switching  have obtain different bytes from 

origin bytes . 

       can illustrate  the operation  as : 

Take the number (111) and the number (C ) in hexa system   : 

(111)      

i 
0 1 1 

0 1 1 1 1 
after 

switching 

1 1 0 0 

1 1 1 1 

(2

07) 

     

(c )       

i   
0 0 0 

0 1 1 0 0 
 

0 0 0 0 

0 1 1 0 

( 6 

) 

9-  Transfer binary value 

      From previous  steps   have got on binary values for 

encrypted characters , in this step   will transfer these values into bytes 

and after that   convert it into Ascii codes . 

10-  Return the key 

 This is the final  step of  algorithm , have an encryption file  

after  gain on cipher text . By doing all the previous operations  will 

return the  key characters to its positions that   have get it in start , in 

this way  will hide  the key inside the encrypted file  in order to 

transmit it within the file. 

 

The  Decipher algorithm 
 

Will describe the decryption that it is the obesity steps of 

encryption , the  algorithm as follows: 

1-  Read the cipher text file . 

2-  Cutting or retrieve the key characters (cipher key) from the 

file , pursuant   to its positions  inside the file . Depending on  key 

length and  file size that   generate key from these two factors . 
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3-  Convert  the file from ASCII code into bytes values. 

  now going to rewind the bytes value to its original , by 

dismating  bytes in exchanging operation to its original   . 
 

4-  In this step   transfer the byte values from pervious step into 

binary values . 

5-  after having data from previous step    will dismating the    

values  ,  in this step  apply xor operation between first byte(the result 

in cipher stage) and last byte of  file to obtain on origin byte. 

6-    would get file of bytes from last step   will convert it into 

ASSCI code , so   have  cipher text by Viginer cipher. 

7-  In this step   apply the key that  derive it  from beginning  

on cipher text , this done by  running key character  with all file 

character (after transmit character into bytes) this step   decrypt  the 

text and  have original text but without key character . 

8-      return the key character to its positions within the file. By 

this way   will get an full  origin characters file. 

 The experimental results  

          display  for all the results to ciphering as deciphering 

algorithm  

      First stage:: encryption stage 

        have the plain text file  :       
  No.       Name                            Address              No. accounty 

  101     Jones  Tol Co                 Chicago , Il          60605. 

  102     Hal Coputers, Inc            Armonic , Ny         10504.  

  103     Going System Group       Seattle, Wa           98124.  

  104     Toh Steel Co                    Pittcburgh , Pa       15213.  

  105     Cipher System , Inc          Arlington , va       22209.  

  106     G & O Co , Inc                  Huston , Tx            77002. 

  107     lsi Co , Inc                      New Haven , Ct     07733.  

  108     I/O Devices Group,          Holmodel , Nj       06520. 

  109     Crt Inc ,                           Fresno , Ca            63710. 

  110    Crypto System , Ltd         Rockville , Md      20852 . 
 

 

 

 

1-  The file without spaces : 
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2-   Generate the key from the file depending on key generation 

algorithm  as follow : 

  

 

 

By determine the key length is 4 keys then the    encrypted key  

( oo0h) 

3-   The file after cutting the key from it ,  the file size   reduced  

by key length as follows: 

    
 

 

4- Transfer text into bytes as follow : 

 

 

 

 
5-   The encrypt file by Vigener cipher using the key ( oo0h)  :   

 
 

6-   Convert the cipher characters into bytes  
 
 
 

 

 

 

  

7-  The results of  XOR operation  as binary values   for first 

half of the file as  follows: 
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8- Transfer the binary values into bytes for  first half of  the  

file : 

 

 

 

 

 

 

 

9-  The results of  exchanging operations on  bytes of  file : 

 

 

 

 

 

 

 

 

 

 

 

10- Convert the bytes into ASCII codes , the consider  

encrypted file as follows : 

 

 



 إقتراح خوارزمية لتشفير النصوص مع إرسال مفتاح التشفير ضمن النض المرسل   ..................... (06)

 

 

 

 

 

 

 

11-  The encrypted file after adding the cipher key   on original  

positions  in the file , the values  and position of key  illustrate in 

step(2) , the result as follows: 

 
 

 

 

 

 

 

 

 

Second part  :: decryption stage  

 
1-  Read the encryption file : 
  

 

 

 

 

 

 

 
 

2-   Retrieve the cipher key from the file depending on 

algorithm of key generation  after determine its length ,   position and 

values   : 
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        The ordinary of the key was (oo0h) . 

 
 

3-  The file after cutting the cipher key , the file reduced by key 

length     : 

 

       

 

 

 

 
4-  Transfer the ASCII symbols  into bytes as follow  : 

 

 

 

 

 

 

 

 

 

 

 

 

5-  After manipulating on bytes the result  of  broken  

exchanging operations for bits of  bytes : 
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6-   The result of  dismating the XOR  operations as binary 

values for first part of the file : 
 

    

 

 

 

 

 

 

 

 

7- Transfer the binary values to bytes as follows: 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

8-  Returning  encryption file   
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9-  Rewind the encrypt file to original file without  key as 

follows : 

 

 

 

 

 

 

 

10-  the original file after adding the cipher key  as follows : 

 

 

 

 

 

 

 
 
 Conclusion  

There are many applications for which symmetric encryption is 

the best choice, providing high security that is both efficient and most  

effective. 

 

The experiments show the ability of  proposed algorithm to 

encrypt the plaintext  

By using secret key extract from text , depending on key length 

choice ,everywhere the  key is long (not more than 128 bit )   have 

more secret and the time for decrypted the text is long too. 

Then the method  satisfied the cryptography goals  as   

 Privacy : by encryption the original text and hiding the 

key within the text.   

 Nonrepudiation :  by converting the text value into 

ASCII code and any fraud on the text file causes that the message will 

not be decrypted correctly.   
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 Authentication :  by using the secret key to encrypt text 

and decrypt it . with same key  exactly. 

 Integrity : by passing the text values in multistep 

encryption operations , the intruder will be unable to forge the 

message.  
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