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Abstract 

Efficient key distribution is an important problem for secure 

group communications. In this paper, that is processing and 

computing key computation phase to g-party case which extends  

to 2-party case in key distribution scheme (KDS) . It is a 
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distribution protocol, divided into two phases : a distribution 

phase and a key computation phase . In the key computation 

phase some subset  of users G in U, referred to as a conference, 

computes a common key using the secrete information received 

by the trusted authority TA and the messages ‘seen’ over the 

network during a phase.  Before providing users with private 

information,  does not know which conference G will recover a 

common key later. In this paper we use key  pre-distribution 

scheme to generate common key of users in conference and 

development mathematical method to compute key computation 

phase for g-party case. The goal of this paper to improvement 

key distribution and treatment of the weakness of partition in key 

computation phase of Blundo. 

Keywords 

Key distribution, Broadcast encryption, Dynamic conference, 

Cryptography. 

  1.Introduction 

Key distribution is a major problem in an environment where a 

large number of nodes communicate with each other[5]. The 

increase in bandwidth, size, usage, and applications of such 

systems is likely to pose new challenges on the required novel 

idea. A growing application area in networking is “ 

conferencing” where a group of entities ( or network locations) 
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collaborate privately in an interactive procedure ( such as : board 

meeting, scientific discussion, a task-force, a classroom, or an 

interactive engineering design group). In this paper we consider 

the distribution for g-party communication    ( session-keys or 

common keys) is conference of size g. When a subset of users in 

network, referred to as a conference, or a group of users of a 

network, wishes to communicate privately, encryption algorithms  

can be used to provide security against eavesdropping. If  

conventional ( private-key) cryptography is used, a common key 

must be shared by members of the conference.  

A key distribution scheme (KDS) for dynamic conference is a 

method by which initially (off-line) trusted authority (TA) server 

distributes private individual pieces of information to a set of 

users [1], in such way that each group can compute a common 

key for secure communication. Usually, we have a distribution 

phase, in which a trusted authority (TA) distributes information 

in private way to each user and a key computation phase, where a 

conference computes a common key. If they have received the 

conference computed common key from certain majority of 

values received. Conference key ( or common key ) must be 

secure against attacks performed by a coalition of users, or 

servers [2].The user in a conference G in U must be able to 

compute the same conference key, after interacting with a subset 
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of good servers or users. The scheme is unconditionally secure if 

any disjoint coalition of adversaries does not gain information 

about the conference key, even through it has access to an infinite 

computational power. In this paper we restrict attention to 

unconditional secure KDS. 

There are two methods for secure communication of users in 

broadcast networks used to solve all problems related to the 

confidentiality and authenticity of transmitted information. The 

first method is the key pre-distribution scheme. Secrete 

information is given to each user by the TA in the distribution 

phase. Later, in the key computation phase, every member of 

conference G can reconstruct the common key KG from his piece 

and conference identity, while disjoint coalition F of adversaries 

does not gain any information about KG. 

The  approach of distribution mechanism may still require that 

keys are unconditionally secure but only with respect to 

coalitions of limited size[3]. Blom [4] using MDS codes, an 

efficient scheme for conference G  of size 2 and coalition F of 

size b. Other related schemes are presented in [5][6], 

subsequently, for conference G size g and coalitions of 

adversaries F of size b, in [1][3], using entropy. 

A second approach allows interaction among the users in 

conference. In the key computation phase the members of 
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conference G, using the secret information received in the 

distribution phase, this approach, which is called the key 

agreement scheme (KAS), initiated in [1], was continued by 

Beimel and Chor [7][8]. It is aimed to reduce the size of 

information for each user must keep secret. 

 In [9] the authors presented a generalization of one-restricted 

scheme described by Beimel and Chor [7][8], using tools from 

design theory. 

Fiat and Naor [10] introduced a new key distribution scheme 

referred to as the broadcast encryption scheme. The TA gives 

some predefined keys to each user in the distribution phase. More 

about broadcast encryption analysis is cited in 

[11,12,13,14,15,16,17]. Other key distribution schemes are 

known in the literatures. A survey of unconditional secure 

schemes can be found  in [18], while general model for 

unconditional secure KDS can be found in [19].  

The analysis of τ-restricted key agreement schemes can be found 

in [3]. 

In this paper, we process and compute key computation phase 

without using hyper graph on n points, but by using anther 

approach to find disjoint parallel classes. 

2. A Key Predistribution Scheme 
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Key Predistribution refers to methods whereby a trusted authority 

(TA) will distributed secret information in such a way  that 

specified privileged subsets of participants will be able to 

compute certain keys. In this section we describe the (g,b)-KPS 

given in [5][3]. Let U={1, 2, …, n} be a set of n users and G ⊆ U 

a conference of size g. Let p be a prime such that p ≥ n (the 

number of users). The TA chooses n distinct random numbers si∈ 

Zp and gives si to user i (1≤ i ≤n). These values si do not need to 

be secret and can be thought of as the 'identity' of user i Thus, for 

example, it is sufficient to take si = i for 1≤ i ≤n. Next, the TA 

constructs a random symmetric polynomial in g variables  with 

coefficients from Zp, in which the degree of any variable is at 

most b: 

f(x1, …,xg)=∑ ∑
= =

b

0i

b

0i

i

g

i

1i,...,i

1 g

g1

g1
x...xa... . 

The fact that f is symmetric is equivalent to )i(...,),i(i...,,i g1g1
aa ππ=  for 

all permutations π of  {1, …, g}.  

Then, for 1≤ i ≤ n, the TA computes a polynomial gi in g-1 

variables x2, …, xg  by setting x1=si, in f(x1, …, xg). The 

coefficients of gi comprise the secret information which is given 

to user i. The key associated with the g-subset G = {i1, …, ig} is 

KG=f pmod)s...,,s(
g1 ii  
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Each user ij ∈ G can compute 

kG = )s...,,s,s...,,s(g
g1j1j1j iiiii +−

 mod p. 

It can be shown that no subset of b users disjoint from G can 

compute any information about kG (see [5]).  

3. The  proposed Model  

The follwoing model is same as in [4]. It consists of a trusted 

authority (TA) and a set of users U={1, 2, . . ., n}, with the 

network is a broadcast channel, i.e., any information transmitted 

by the TA (or by a user in the network) will be received by every 

user. It is assumed to be insecure against passive attacks, i.e., the 

information that is broadcast can be observed by anyone. 

However,  that the network is secure against active attacks. (In 

practice, we could obtain protection against active attacks by 

using an unconditionally secure authentication code to 

authenticate all information that is broadcasted.). 

4. One or τ-Restricted  key agreement scheme. 

In this section present two  protocols one and τ-restricted key 

agreement scheme that can be used by one or τ distinct 

conferences to set up a common key. For certain values of the 

parameters, the scheme proposed distributing less information 

than the trivial scheme obtained by considering τ  independent 

copies  of a one-restricted scheme or one copy. A design is a pair 
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(V, Ɓ), where V is a set of n elements (called points) and Ɓ is a 

set of subsets of V of fixed size k, where k≥2 (called blocks). A 

parallel class of (V, Ɓ) consists of n / k blocks from Ɓ which 

partition the set V. The design (V, Ɓ) is said to be resolvable if 

the set of blocks, Ɓ, can be partitioned into parallel classes. If Ɓ 

consists of all k-subsets of V, then (V, Ɓ) is called the complete 

k-uniform hypergraph on V. By famous theorem of Baranyai, a 

proof of which can be found in [20, Theorem 36.1], by The 

complete k-uniform hypergraph on n points is resolvable if n ≡0 

mod k. 

The resolutions of the designs in Baranyai theorem can be found 

efficiently. 

 In the scheme there is no effective interaction among the users. 

Every member i of a conference G independently chooses a 

random value m
(i)

 and uses its secret information to compute an 

encrypted version of m
(i)

 which is broadcast. Then, the key of 

G={i1, i2, …, ig} with with i1<…<ig,  will be ( ) ( )( )g1
ii

G m,...,mk = . 

Notice that in the following the sets elements are listed 

sequentially in increasing order. The protocol provided in [9], 

which is a one-time key agreement scheme, is a building block of 

this scheme.  
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5.  A protocol for the one or τ-restricted key agreement 

scheme 

Since U be a set of n users and G1, . . , Gτ ⊆ U be τ distinct 

conferences where gGi = , and ℓ ≥1 is  an integer such that g ≡ 1 

mod (ℓ — 1) and that k ≥ 1 is integer. 

5.1 One restricted key agreement scheme. 

 The set-up phase consists of the TA distributing secret 

information corresponding to an (ℓ, b+g - ℓ)-KPS, implemented 

over l)Z( kP
, with p prime. For an ℓ-subset of users A, we denote 

the key associated with A by kA . We think of kA as being made 

up of ℓ independent keys over Zpk, which we denote by kA ,1,…, 

kA,ℓ . Each user h of a conference G performs steps in [9]. 

5.2 A τ-restricted key agreement scheme. 

Distribution phase 

 •  The TA distributes secret information corresponding to the 

KPS described in   section 2 [3]. More precisely, the TA uses ℓ-1 

copies of an (ℓ, b+ g - ℓ-1)-KPS, say ∆1,…, ∆τ-1, implemented 

over ll )Z(.,..,)Z(
1k1k

PP −τ
, respectively and an (ℓ,b+g-ℓ)-KPS, say ∆τ, 

implemented over l)Z( k
P τ

, with p prime and ki≤k1, for 2≤i≤τ. 

Key computation phase 
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•  When users in a conference G1 want to compute a  common 

key, they perform the steps from 1 to 5 of the protocol for the 

one-restricted key agreement scheme 

∆1.. For G1 ={i1,i2,…,ig}, i1<…<ig, the final key 
1Gk , will be 

( ) ( )( )g1
ii m,...,m . 

•  When users in a conference Gt, with 2 ≤t≤τ want to compute a 

common key they perform the steps from 1 to 5 of the 

protocol for the one-restricted key agreement scheme ∆t . 

Since, for 2 ≤t≤τ , we have that Gt\Gt-1≠ϕ , then let h1∈ Gt\Gt-1 

be the user with 'minimum' identity. Using the scheme ∆t –1 

implemented over l)Z(
1tk

P −
, user ht performs steps in [3]: 

broadcast.) 

6.Weakness of partition in key computation phase of Blundo. 

The protocol of one or τ-restricted key agreement scheme of  

Blundo for key computation phase is true only if g-1 is not prime 

number, but if we suppose that  g=p+1, where p is prime number, 

and such that for any selected integer number ℓ≥2, we can not 

find partition to the number g-1 into χ=(g-1)/(ℓ-1) blocks. We 

suggest to solve the above problem by partition the prime 

number p into distinct size blocks greater than or equal to two 

users. The number of blocks is χ=(g-1) / (ℓ-1) blocks and we 

have for any parallel class have χ-1 blocks of size ℓ-1 and one 
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block has size       (ℓ-1)+rd, this block called remainder block 

where  

rd≡ g-1 mod(ℓ-1)                              

if rd≡0, then we have to use the partition of Blundo.In the 

scheme, we propose there is no effective interaction among the 

users. Every member i of  a conference G, independently chooses 

a random value m
(i)

 and uses its secrete information to compute 

an encrypted version of m
(i)

 which is broadcast. Then, the key of 

G={i1,i2,…,ig} with i1<…<ig,  will be ( ) ( )( )g1
ii

G m,...,mk = .  

Suppose }u...,,u{}h/{G h

1g

h

1 −= , where h is any user belong to G and 

partition the complete (ℓ-1) of G/{h} into classes C1,C2,…,CR, 

where  

R=r+r/(χ-rd-1)                                  

and 










−

−−
=

2

rd2g
r

l
                                  

The partition of the (g-1) users in G divided into two steps 

• Partition the users 1,2,…,g-rd-1 into r parallel classes by 

using Baranyai’s theorem with the remained users in last 

block of each class. 

• Changing  the remained users from last block for each of 

the above parallel classes into block one, two, . . , and so 
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on, respectively of  blocks, the number of block enveloped 

with distinct blocks in class for each ℓ and g is r/(χ-rd-1).   

From above two steps we can partition g-1 users into R classes, 

the TA  can  broadcast the message to the users. 

The TA distributes secrete information corresponding to the KPS 

as described  in  section 2. More precisely the AT uses (ℓ,b+g-ℓ)-

KPS for the blocks of size ℓ implementation  over l)Z( kP
and 

(ℓ+rd,b+g-ℓ-rd)-KPS for the blocks of size (ℓ+rd) 

and over rd

P
)Z( k

+l with p prime number. When the users in a 

conference G want to compute common key, they perform the 

steps from 1 to 5 of the protocol for the one restricted key 

agreement scheme.The security of  scheme is discussion in ref. 

[9].                               

7. Implementation  

Suppose that  g=8 and ℓ=3. Note that ,8≠1 mod 2 by using 

Blundo, since g-1=7 prime number, then χ=7/2 =3 blocks , 

rd=1. Suppose that privileged set or the set of users 

G={1,2,3,4,5,6,7,8}. The AT distributing secrete information 

corresponding to an (3,b+5)-KPA implement over 3

P
)Z( k and an 

(4,b+4)-KPA implement over 4

P
)Z( k For each user i ∈G, we 

partition the 2-subset of G\{ i }with one set of  size 3 into R=10 
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disjoint parallel classes. Below, we describe what is related to 

user i=5only. 

}}3,2,1{}6,4{}8,7{{C}},4,2,1{}7,3{}8,6{{C

}}7,2,1{}6,3{}8,4{{C}},6,2,1{}7,4{}8,3{{C

}}4,3,1{}7,6{}8,2{{C}},8,6,4{}3,2{}7,1{{C

}}8,7,3{}4,2{}6,1{{C}},8,6,3{}7,2{}4,1{{C

}}8,7,4{}6,2{}3,1{{C}},8,7,6{}4,3{}2,1{{C

5

10

5

9

5

8

5

7

5

6

5

5

5

4

5

3

5

2

5

1

==

==

==

==

==

 

 

Suppose the TA wants to broadcast the message 

  

m
(5)

= 10

P

5

10

5

2

5

1 )Z(}m,...,m,m{ k∈  

to the user in G\ { 5}. Next the user 5 computes the relevant α 

values . These are as follows: 

4,2,1,4,2

1,3,2,2,3

2,2,4,1,2

2,3,2,2,3

2,2,2,3,2

2,3,1,3,3

5

3,10

5

2,10

5

1,10

5

3,9

5

2,9

5

1,9

5

3,8

5

2,8

5

1,8

5

3,7

5

2,7

5

1,7

5

3,6

5

2,6

5

1,6

5

3,5

5

2,5

5

1,5

5

3,4

5

2,4

5

1,4

5

3,3

5

2,3

5

1,3

5

3,2

5

2,2

5

1,2

5

3,1

5

2,1

5

1,1

=α=α=α=α=α

=α=α=α=α=α

=α=α=α=α=α

=α=α=α=α=α

=α=α=α=α=α

=α=α=α=α=α

 

The broadcast values is the concatenation of the following 30 

values: 
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)km,km,km

,km,km,km

,km,km,km

,km,km,km

,km,km,km

,km,km,km

,km,km,km

,km,km,km

,km,km,km

,km,km,km(b

4},5,3,2,1{

5

102},6,5,4{

5

101},8,7,5{

5

10

4},5,4,2,1{

5

92},7,5,3{

5

91},8,6,5{

5

9

3},7,5,2,1{

5

82},6,5,3{

5

82},8,5,4{

5

8

3},6,5,2,1{

5

72},7,5,4{

5

72},8,5,3{

5

7

4},5,4,3,1{

5

61},7,6,5{

5

62},8,5,2{

5

6

2},8,6,5,4{

5

53},5,3,2{

5

52},7,5,1{

5

5

,2}8,7,5,3{

5

43},5,4,2{

5

42},6,5,1{

5

4

2},8,6,5,3{

5

32},7,5,2{

5

33},5,4,1{

5

3

2},8,7,5,4{

5

22},6,5,2{

5

23},5,3,1{

5

2

1},8,7,6,5{

5

13},5,4,3{

5

13},5,2,1{

5

1

)5(

+++

+++

+++

+++

+++

+++

+++

+++

+++

+++=

 

we can calculate the 
th
j,it ),h,j,i(B

k
α

 from KPS  of size 3 and 4.  

8. Conclusion 

In this paper we have analyzed schemes that allow computation  

of one or τ common keys for one or τ distinct conferences for any 

integer number ℓ≥2 as building blocks to realize a one or τ-

restricted key agreement scheme. The analysis includes many 

facilities about creating random conference G in a set of users U, 

such that the users of G  can  establish the common key without 

any constraint about the number of conference  define 

beforehand. 

We used  a mathematical approach to design R families called 

classes, each is partitioned  of  p elements where p is a prime 

number. The elements of class are called block, there are χ-1 

blocks of size ℓ-1 and one block of size ℓ+rd-1, where χ is the 
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number of blocks for any class, i.e This partition  of users in 

conference is mixed size of blocks. This approach can be used for 

one or τ-constricted  key agreement scheme. 
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